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Administration régionale KATIVIK Regional Government

KATIVIK P.O.Box9 KUUJJUAQ (QUEBEC) CANADA JOM 1CO

JOB OPPORTUNITY

The Kativik Regional Government (KRG), a supra municipal body with jurisdiction over the territory
located north of the 55th parallel, is now looking for a self-motivated and dynamic individual
interested in joining the KRG to work in the capacity of:

NETWORK ADMINISTRATOR - SECURITY
(PERMANENT, FULL-TIME)

Under the supervision of the Assistant-Director — Information Technology section, the Network
Security Administrator is responsible for, without being limited to, the following responsibilities:

Establish the company network framework and maintain a secure environment across the entire
KRG infrastructure;

Ensure the organization is following cyber-security best practices while minimizing risk to KRG’s
network and data;

Design, implement, and maintain enterprise-wide network framework, policies and procedures;
Manage and oversee the design and configuration of all disaster recovery and data backup
systems;

Monitor KRG network infrastructure while investigating and mitigating breaches when they occur;
Manage the incident response activities related to cyber-attack attempts, data breach, or any
potential vulnerability such as email phishing, DDOS attacks, etc.;

Play a lead role by addressing the root cause of security breaches or potential vulnerabilities,
inclusive of recommending and implementing solutions to minimize recurrence;

Ensure all KRG software and hardware selection, configuration, and installation meet current
Enterprise network security standards;

Oversee policies which securely manage the Firewall, Network and End-User Device technology
platforms;

Develop programs which bring awareness to staff on cyber-security (including risks posed by a
variety of cyber threats, applications and devices), while leading workshops and working directly
with Assistant IT Director to regularly communicate IT policies;

Provide internal staff guidance about safe/secure data collection, data transfers, data storage,
use of social media, mobile devices, apps, and other relevant means of secure data information
sharing;

Work closely with IT partners to acquire up-to-date knowledge on information security best
practices, and for review of analysis results from security risk assessments;

Play an active role and work closely on day-to-day activities with the System Administrator, while
taking the lead for creation, implementation and revision of IT policies, documentation and
guidelines;

Develop network security standards and best practices which are clearly documented,
understood and adhered to by the System Administrator and IT Specialist roles;

Research and stay up-to-date with new network security trends and be pro-active in addressing
latest security threats (ie, security patching, system release updates, etc);

Advise the Assistant IT director on significant infrastructure changes needed and future security
requirements;

Assess network security configurations and make technology solution recommendations to
Information Technology leadership;

Perform any related tasks as requested by the Assistant-Director.

QUALIFICATIONS

= University Degree or College level diploma in an IT Network Security Program, or relevant
field experience

= 5to 7 years of Information Technology experience, of which 1 to 3 years should be in a
leadership role

= Demonstrated technical knowledge in IT network infrastructure

= 5 years technical experience with Windows Server, MS Exchange and Cisco platforms

= Experience with team leadership or project management will be an asset.

TECHNICAL REQUIREMENTS

Administration of Windows Server platform;

Administration of MS Exchange and Active Directory Enterprise solution;

VMware ESXi (vSphere/vCenter) environments;

Scripting in PowerShell, VBScript;

Network management: routers, firewalls, and switches: configurations and monitoring;
Storage and Data Backup, Replication and Recovery;

Familiarity with varied Monitoring Tools such as PRTG, Splunk, Etc;
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Web server configuration and management

Maintaining SQL Servers, MSQL Database Administration, Etc;
Familiarity with Office 365 Suite: On-Premise, Hybrid, Cloud
One or more low- to mid-tier languages: C, Python, Rust, Go

PERSONAL QUALITIES / ABILITIES

Highly flexible and able to quickly adapt to changing priorities to manage strict timelines
Strong business acumen; change management, negotiation, and facilitation skills
Highly organized, self-motivated, customer oriented and able to work independently as well
as within a team

Excellent problem solving and attention to detail. Able to manage multiple
deadlines/projects and keep key players informed

Possesses exceptional strategic thinking, planning and relationship skills

Proven ability to collaborate, build relationships and influence individuals at all levels in a
matrix-management environment both internal and external

Ability to demonstrate clarity of thought while under pressure and the ability to deal with
rapid change in business needs, competing priorities, processes, and technologies

Strong communication skills with a proven ability to understand key concepts and
communicate effectively with technical staff, business stakeholders and senior
management

Ability to embrace continuous improvement while proposing new and/or better ways of
doing things

Demonstrated ability to work in a fast-paced environment with a high degree of change
while maintaining critical analysis

Ability to transfer his/her knowledge to others;

Strong focus on customer service oriented personality;

Good verbal and written communication skills;

Written and oral working knowledge of at least two (2) of the following languages: Inuktitut,
English and French;

Must be available to occasionally work overtime, outside office hours and be available on-
call;

Must be available to travel within Nunavik occasionally.

Place of employment: Kuujjuaq
Salary: Min. $50 950 — Max. $87 221 yearly (E9)
Other benefits: Cost of living differential: Minimum of $8 500/year;

Food allowance: Minimum of $3 453/year;

Annual leave trips: Maximum of 3 per person, per year;

Simplified Pension Plan: 6% employer, 4% employee;

Group Insurance;

Vacation: 20 days/year;

Statutory Holidays: 19 days including 10 during Christmas holidays.

Please send your resume in English before February 14, 2022 at 5:00 p.m. to:

Human Resources Department
Kativik Regional Government
P.O.Box 9

Kuujjuaq QC JOM 1C0

FAX: (819) 964-2975

E-mail: humanresources@krg.ca
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* An employee is entitled to receive at least the Northern benefits allocated to an employee without
ndants. An employee with dependants is entitled to benefits for her/his spouse and eligible dependants.

The KRG is an equal opportunity employer. In accordance with this and with the James Bay and Northern

Québec Agreement, conditions may vary to promote the employment of Inuit candidates.

Only candidates selected for an interview will be contacted.


mailto:humanresources@krg.ca

	JOB OPPORTUNITY
	NETWORK ADMINISTRATOR - SECURITY

